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Information Technology.

Information technology is a discipline that stresses
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Information Technology Innovativeness
and Data-Breach Risk: A Longitudinal
Study.

47 Journal of Management Information Systems, 2023, Business Source Ultimate

E#: Wang, Qian; Ngai, Eric W. T.; Pienta, Daniel; Thatcher, Jason Bennett

The adoption of new Information Technology (IT) innovations has led to increased
uncertainty among employees, a greater demand for security measures, and more
entry points for cyber-attacks, which all increase the risk of data breaches for firms.
Despite the prevalence of discussions around this issue, there has been a lack of
empirical research examining the data breach risk associated with IT innovations. To
address this gap, we have developed arguments based on an organizational learning
theoretical framework that explains how IT innovativeness can exacerbate data breach
risk. Through our analysis of a sample of data breaches that occurred between 2013
and 2021, we have discovered that there is a positive association between firm IT
innovativeness and the risk of data breaches. We also find that the effects of IT
innovativeness can vary under certain conditions. For example, we find that the positive
relationship between IT innovativeness and data breach risk is mitigated when

managers possess IT expertise or when firms have established extensive board

BiR

Introduction

Theoretical Framework and
Hypotheses Development

Organizational Learning
Theory

Security Learning in IT
Innovation

IT Innovativeness and Data
Breach Risk: Organizational
Learning Perspective

Moderators: Contextual
Factors Shape Insufficient
Security Learning

Moderating Role of Managers'
IT Expertise

Moderating Role of Board
Connections with
Cybersecurity Managers
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